
1. Functional Requirements of the Monitoring Center
1.1. Gaming Activity Meters, Events, and Incidents

	Number | 
	 Description of Technical Requirements

	
1

	The company established by the bidder recognized as the winner of the tender for the regulation of gaming activities (hereinafter referred to as the “Service Provider”) shall collect and process data from gaming devices and related systems, including but not limited to, as supported by the capabilities of the relevant third-party systems: amounts wagered during gameplay, amounts won, the total number of games played, total losses, jackpot payouts, the gaming device type, and the operational status of the device.

	2
	The Service Provider shall collect and process data from online gaming platforms, including but not limited to, as supported by the capabilities of the relevant third-party systems: wagered amounts, amounts won, net results, the name (and version, where available),  the expected and actual return-to-player (RTP) percentages, the use of bonuses or free games, jackpot payouts, and, where available the type of device used by the player. The frequency of RTP collection and calculation will be agreed upon by parties.

	3
	[bookmark: _GoBack]The Service Provider shall collect and process data from sports betting and totalizator systems, including but not limited to, as supported by the capabilities of the relevant third-party systems: the betting ticket number, wagered amount, , the final outcome, payout amounts, cancelled or void bets, adjusted or resettled bets, and cash-out amounts and the net gaming revenue for each event or betting market.

	4
	The Service Provider shall collect and process information on all financial transactions of player accounts, including but not limited to: deposits made by players, withdrawals or cash-outs that have been requested or completed, bonus credits added to accounts, and any adjustments made by the operator.

	5

	The Service Provider shall collect and process, in real time, online gaming events related to player activity, including but not limited to, as supported by the capabilities of the relevant third-party systems: when a wager is placed or settled, when a bonus or free game is used, when a jackpot is triggered. 


	6
	The Service Provider shall collect and process, in real time, all events related to the operation of each game, including but not limited to: when a game or game round starts or ends, , and when any irregularity in the expected game outcome is detected.

	7
	The Service Provider shall collect and process, in real time, all events related to physical gaming devices, including but not limited to, as supported by the capabilities of the relevant third-party systems: when a gaming device is powered on or off, , , when a malfunction occurs, when an attempt to tamper with or defraud the device is detected, and when communication connectivity is lost or restored.

	8
	The Service Provider shall collect and process, in real time, all events related to the operation of the operator’s systems, including but not limited to:, failed attempts to transmit data (transactional or periodic data that is expected to be received from the CMS, iGP or SBP which is not being sent), extended periods without communication, and any failures in data quality or data validation checks.


	9
	The Service Provider shall collect and process, in real time, all financial events that may affect gaming revenue, including but not limited to: manually paid winnings, promotional bonuses, jackpot wins

	10

	The Service Provider shall detect and classify critical incidents, including but not limited to, as supported by the capabilities of the relevant third-party systems: fraud, repeated failed transactions, prolonged inactivity, significant deviations in the player return-to-player (RTP) percentage, jackpot malfunctions (where available).


	11
	The Service Provider shall detect high-priority incidents, including but not limited to:, breaches of data integrity, and repeated delayed data transmissions.



1.2. Application Programming Interface (API) Requirements
	Number | 
	 Description of Technical Requirements

	
12

	The Service Provider shall develop and provide a secure interface that enables all licensed land-based and online gaming systems to transmit the required gaming data to the monitoring system in near real time. The interface must support encrypted communication, unique record identifiers, clear error messages, and acknowledgement responses.

	13
	The Service Provider shall develop and provide a secure interface that allows operators to verify whether a player is on the exclusion list using only the minimum data necessary to confirm the exclusion status in accordance with applicable legal, regulatory and technical requirements. This may include integration with the national population registry, the State Revenue Committee’s taxpayer database, and secure maintenance of the exclusion list.

	14
	The Service Provider shall provide integration support, testing tools, and technical documentation to all operators and their system providers to ensure successful connectivity with the monitoring system.





1.3. Data Retention and Integrity Requirements
	Number | 
	 Description of Technical Requirements

	
15

	The Service Provider shall perform data reconciliation checks to verify that the data received from operators matches the data stored in their internal systems on a daily and monthly basis, given that relevant accesses will be provided.

	16
	The Service Provider shall store gaming activity data in a secure environment for a minimum period to be determined in accordance with applicable legal, regulatory and technical requirements,, ensuring that the data can be recovered for audits or investigations. The level of data granularity and retention periods may vary depending on data type/ classification.

	17
	The Service Provider shall prevent duplicate transactions by implementing sequence control and timestamp verification.

	18
	The Service Provider shall detect missing transactions, out-of-sequence records, and data gaps, as supported by the capabilities of the relevant third-party systems and data structures.

	19

	The Service Provider shall ensure that the storage and processing of all gaming transaction data is cryptographically verifiable and tamper-proof, using industry-standard mechanisms such as immutable storage, digital signatures, hash-based integrity, write-once-read-many (WORM) technology, or equivalent methods.

	20
	The Service Provider shall independently recalculate the Gross Gaming Revenue (GGR) based on the primary meters and transaction data.

	21
	The Service Provider shall maintain a complete audit trails for application data, including detailed logs of database queries and generated reports..

	22
	The Service Provider shall collect all gaming activity data in near real time with a maximum end-to-end delay of ≤3 seconds, excluding delays caused by operator systems, third-party systems, external networks, or other factors outside the Service Provider’s control.



1.4. Physical Infrastructure Requirements
	Number | 
	 Description of Technical Requirements

	
23

	The Service Provider shall establish and operate at least one operational facility in the Republic of Armenia, and, if necessary, provide additional facilities to support the monitoring system.

	24
	The Service Provider shall ensure that each operational facility is fully ready for use, including performing any necessary repairs, adjustments, or modifications prior to commencing operations, and providing the appropriate equipment, furniture, and materials required for personnel to carry out monitoring, technical support, and administrative tasks.


	25
	Each operational facility shall include reliable power supply and backup energy, as well as security measures such as controlled access, alarm systems, and protection against unauthorized entry. The extent of this requirement is based on industry accepted standards.

	26
	Each operational facility shall include a secure room for network and communication equipment, accessible only to authorized personnel.

	27

	Any data that can identify a player must be stored within the Republic of Armenia. The State Revenue Committee (SRC) of the RA will provide a physical Tier 2 facility for this purpose; however, the required physical 42U server racks, the included dual managed PDU devices, uninterruptible power supply systems, as well as the installation, configuration, and ongoing maintenance of hardware, software, network equipment, and security systems necessary for operating this environment, must be provided and managed by the Service Provider. General input power, connection to the internet, general cooling and physical security will be provided by SRC. Any addional and separate cooling, power or connectivity system that may be needed specificly from the dedicated server rack must be provded by the Service Provier. All other system components and data may be hosted in a cloud environment (in accordance with the cloud-first decision), provided that a complete and regularly updated local backup of all system data is maintained in the SRC’s data processing centers in the RA.







1.5. Technological Infrastructure Requirements
	Number | 
	 Description of Technical Requirements

	
28

	The Service Provider shall design, establish, and maintain a secure and reliable technological environment that supports all functions of the monitoring system, operates without interruptions, and can accommodate both immediate needs and future requirements. Details of disaster recovery solution will be agreed with SRC at the implementation stage.

	29
	The Service Provider shall design and operate the system to continue functioning during technical failures to the extent reasonably achievable, including providing a disaster recovery solution that restores services within the required recovery time objectives (RTO) and recovery point objectives (RPO). RTO/RPO parameters should be inline with industry standards and agreed with SRC at the implementation stage.

	30
	The Service Provider shall provide and maintain all computing, storage, and network equipment required for the system within the scope of its responsibility under the Contract, using reliable and redundant components to minimize the risk of failures and ensure high availability and continuous operation to the extent reasonably achievable.

	31
	The Service Provider shall establish and maintain three separate system environments- production, testing, and development - each logically or physically isolated from the others and accessible only to authorized personnel.

	32

	The Service Provider shall protect all systems and data with strong cybersecurity measures, including controlled access, secure communications, encryption of stored and transmitted data, continuous security monitoring, incident detection, and timely application of security updates. The processes for data collection, processing, and storage, as well as the information systems’ security requirements, shall comply with applicable legal regulations, specifically the provisions of the “Law on Public Information” and the “Law on Cybersecurity,” and other applicable mandatory requirements under the legislation of the Republic of Armenia.

	33
	The Service Provider shall comply with the ISO 27001 information security standard and demonstrate this compliance through annual certification by an accredited external auditor.



1.6. Database and Data Analytics Requirements
	Number | 
	 Description of Technical Requirements

	
34

	The Service Provider shall establish and maintain a secure and reliable data storage system that stores all collected gaming activity data, ensure high availability of operations, and protects the data from loss, damage, or unauthorized access. The system must ensure that the database and analytics tools can handle peak operational loads, accommodate the growth of data volumes over time, and support new types of gaming data introduced during the contract term.

	35
	The Service Provider shall provide tools that enable the State Revenue Committee of the RA to analyze gaming data, review trends, perform audits, and generate reports required for supervision, compliance, and decision-making in a timely and efficient manner.

	36
	The Service Provider shall ensure that all stored data is complete, accurate, and consistent, and shall implement automated checks to detect and flag missing, duplicate, or erroneous data.






1.7. Exclusion List System Requirements
	Number | 
	 Required / Optional
	Description of Technical Requirements

	
37

	Required
	The system shall support the creation, management, and secure storage of the national gaming exclusion list, and provide a reliable method for operators to verify whether an individual is prohibited from playing.

	38
	Required
	The system shall store only the minimum amount of personal information necessary to verify whether an individual is on the exclusion list. The scope of personal information will be agreed between SRC and Service Provider at the implementation phase.

	39
	Required
	All personal information used for the exclusion list shall be stored exclusively within the Republic of Armenia.

	40
	Required
	The system shall allow the State Revenue Committee of the RA to define roles and permissions and control which users can view, add, or remove individuals from the exclusion list.

	41

	Required
	All actions performed in the system shall be logged, including user identification and timestamps, and these logs shall be made available upon requestto the State Revenue Committee of the RA in accordance with audit procedures.

	42
	Required
	The system shall include strong cybersecurity measures to protect personal information from unauthorized access, cyberattacks, and internal misuse, including encryption of data in transit and at rest, and secure communications.

	43
	Required
	The system shall comply with data protection requirements, including data retention periods, secure deletion when permitted, and controlled access to sensitive information.

	44
	Required
	The system shall support both automatic and manual backup of all exclusion list data, with backups stored securely at SRC provided physical infrastructure as described in the infrastructure requirement above. . 

	45
	Required
	The State Revenue Committee of the RA shall have access and the right to audit all its users, permission settings, and transaction logs.

	46
	Required
	The Service Provider shall integrate its solution to the state registry of indviduals to support the player exclusion list subsystem, including real-time biometric verification connected securely to the population registry. The subsystem shall include an Application Programming Interface (API) that enables integration with operators’ systems to determine whether an individual is permitted to play.The requirement must be complied with as supported by the capabilities of the relevant government and third-party systems

	47

	Required
	All hardware and software required for the initial set up of Monitoring System be included in the proposal.

	48

	Required
	Authorized users of the State Revenue Committee of the RA shall be able to add or remove individuals from the exclusion list, and operators shall be able to submit requests to add individuals to the exclusion list, subject to validation and approval by the State Revenue Committee of the RA prior to activation. The process shall include the capability to import a list of individuals to be excluded in the specified format.

	49
	Required
	The Service Provider shall provide a secure interface that allows operators to verify, in real time (including biometric verification), whether an individual is on the exclusion list, using only the minimum information necessary for the verification, as supported by the capabilities of the relevant government and third-party systems. 

	50

	Required
	The Service Provider shall utilize external data sources (such as state registry of indviduals) of the Identity Management System as required to support operations within the scope of this project, provided that capabilities of the relevant government and third-party systems allow such intergration and relevant support is provided.

	51

	Required
	The system shall provide reports and statistics on the use of the exclusion list, including the number of verifications performed and the number of attempts by excluded individuals to participate in gaming activities.



1.8. Audit and Compliance Requirements
	Number | 
	 Required / Optional
	Description of Technical Requirements

	
52

	Required
	The audit and compliance module shall support the State Revenue Committee of the RA in supervising gaming operators, managing compliance activities, and documenting audit results, based on data aggregated from the monitoring system, reports, and detected events.

	53
	Required
	The module shall allow the Service Provider to maintain, search, and update each operator’s key information, including contact details, license type, status, and update dates, while ensuring that the State Revenue Committee of the RA has access to such information in accordance with defined roles and permissions.

	54
	Required
	The module shall allow tracking of the gaming products and devices used by operators, including the model, version, serial number, status, and approval history.

	55
	Required
	The system shall allow gaming products to be submitted for approval and enable tracking of their approval status.

	56

	Required
	The system shall maintain records of official communications with operators related to audit and compliance matters.

	57
	Required
	The module shall provide the State Revenue Committee of the RA with information to plan audits, record results, upload supporting documents, assign actions, and track the resolution of compliance issues based on data provided by the Monitoring System.

	58
	Required
	The module shall support the identification and tracking of potential compliance issues, including provision of relevant data, alerts, and analytical tools to assist the State Revenue Committee in its oversight activities.

	59
	Required
	The module shall provide dashboards and reports to the State Revenue Committee of the RA, based on data generated by the Monitoring System, that can be used to support the assessment of summarizing compliance status, performance, audit progress, unresolved issues, and key indicators.

	60
	Required
	The module shall allow uploading, storing, and retrieving documents related to audits, compliance results, product approvals, and communications with operators.

	61
	Required
	Where relevant data is made available by the competent authority, the system may also support notifications related to license status, including expiration.

	62
	Required
	The module shall receive relevant information from the Central Monitoring System, such as device status, missing data, provided that the transaction sequencing is implemented, suspicious patterns that can be indicative of fraud or money laundering, exclusion list violations, and other indicators necessary to support compliance checks, including fraud and AML regulations.

	63
	Required
	Access to the module’s functions and information shall be controlled by user roles and permissions. Roles and permissions for users of the State Revenue Committee of the RA shall be defined by the State Revenue Committee, while the Service Provider shall manage access rights for its own authorized personnel, in accordance with agreed governance and security policies.



2. Service Level Agreement (SLA) Key Performance Indicators (KPIs)

	All requirements specified in this section are mandatory. However, the Service Provider may propose enhanced Service Level Agreements as part of its Technical Proposal, which will be positively evaluated in accordance with the methodology described in the Request for Proposal document.



	Number)
	Description of Technical Requirements
	Calculation Method and/or Evidence)
	Violation 3 (Minor) 
	Violation 2 (Medium) 
	Violation 1 (Major)

	64
	The data collection and monitoring system shall operate continuously (24/7) and be available to receive and process data from all operators. Downtime is defined as any period during which the system is unable to receive or process incoming data.Failures of operator systems or external networks beyond the Service Provider’s control shall not be considered downtime.
	System monitoring logs showing the actual system uptime on a monthly basis, including timestamps of downtime periods during which incoming data could not be received or processed.
	Monthly availability below 99.9%, or any single downtime lasting more than 1 hour and up to 2 hours.
	Monthly availability below 99.5%, or any single downtime lasting more than 2 hours and up to 4 hours.
	Monthly availability below 99%, or any continuous downtime exceeding 4 hours.



	65
	All required gaming data shall be collected without loss and must be fully recoverable in the event of temporary downtime.
	Comparison of data received by the monitoring system with the operator’s reporting files and internal integrity checks, along with evidence of successful recovery or replay after downtime.
	Missing or corrupted data for a single operator for up to 6 hours, successfully recovered within 24 hours.
	Missing or corrupted data for one or more operators for more than 6 hours and up to 24 hours, or recovery completed later than 24 hours.
	Permanent loss of data for any period, or missing/corrupted data for more than 24 hours for one or more operators.

	
	The monitoring system shall process and make incoming online gambling and Sports Betting data (meters, events, transactions) available in less than 1 second from the moment they are sent by the operator’s system. Delays caused by the operator’s own systems or external networks beyond the Service Provider’s control are excluded.

	Evidence from system logs comparing the operator’s data transmission timestamps with the monitoring system’s data reception and processing timestamps, aggregated monthly.

	More than 5% and up to 10% of data elements experience a delay exceeding 1 second.
	More than 10% and up to 20% of data elements experience a delay exceeding 1 second, or repeated daily violations.
	More than 20% of data elements experience a delay exceeding 1 second, or any single continuous period longer than 15 minutes during which the delay exceeds 1 second for all or the majority of operators.

	66
	Data reporting shall be delivered according to the schedule agreed with the State Revenue Committee of the RA. Delays caused by the operator or external network issues shall not be counted as downtime.
	Measurement shall be based on the agreed schedule and the actual timestamps of report delivery.
	Report delivery delayed by more than 6 hours and up to 24 hours.
	Report delivery delayed by more than 24 hours and up to 48 hours.
	Report delivery delayed by more than 48 hours, or the report was not delivered at all for the reporting period.

	67
	The exclusion list system (database + search API) shall operate continuously (24/7). Downtime is defined as any period when the exclusion list cannot be accessed or updated by authorized users, or is unavailable for search by multiple operators. Issues caused by external networks are excluded.
	Monthly uptime calculation shall be based on API logs and system availability records.
	Monthly availability below 99.9% but ≥ 99.5%, or any single downtime lasting more than 30 minutes and up to 1 hour.
	Monthly availability below 99.5% but ≥ 99%, or any single downtime lasting more than 1 hour and up to 2 hours.
	Monthly availability below 99%, or any single downtime lasting more than 2 hours.


	68
	There shall be zero successful unauthorized access to confidential data.

	System monitoring logs, access logs, intrusion detection records, or other reliable evidence. Only systems maintained by the Service Provider are included.
	Confirmed unauthorized access that does not involve personal or commercially sensitive data.
	Confirmed unauthorized access involving personal or commercially sensitive data, without evidence of data exfiltration.
	Confirmed unauthorized access involving exfiltration, disclosure, or large-scale copying of personal or commercially sensitive data.

	69
	The Service Provider shall notify the State Revenue Committee of the RA within 4 hours of becoming aware of a breach of confidential data or a security incident.
	Comparison of the incident notification timestamp from the Service Provider (as recorded in the incident logs) with the timestamp of the notification sent to the State Revenue Committee of the RA.

	Notification sent later than the target time by up to 1 hour.
	Notification sent later than the target time by more than 1 hour and up to 4 hours.
	Notification sent later than the target time by more than 4 hours, or no notification sent at all.

	70
	The Service Provider shall begin addressing critical operational incidents within 15 minutes of detection, and all other incidents within 2 hours.
	Comparison in monitoring tools between the incident detection time and the time of the first recorded response or ticket assignment in the incident management system.
	Response to a critical incident started later than 15 minutes but within 30 minutes, or response to a non-critical incident started later than 2 hours but within 4 hours.
	Response to a critical incident started later than 30 minutes but within 1 hour, or response to a non-critical incident started later than 4 hours but within 8 hours.
	Response to a critical incident started later than 1 hour, or response to a non-critical incident started later than 8 hours, or no documented response.:


	71
	The Service Provider shall integrate new operators within the agreed timeframes. 
The Service Provider shall support the integration of new operators within the agreed timeframes by providing the necessary interfaces, documentation, and technical assistance.
Delays caused by factors outside the Service Provider’s control, including operator-side delays or third-party dependencies, shall not be attributed to the Service Provider.
	Comparison of the milestone plan against the actual integration dates.
	Delay of 10–20 days.
	Delay of 20–45 days.

	Delay of more than 45 days or failure to complete the integration.


	72
	All land-based (physically installed) devices, 100%, shall continuously report data. 
Temporary interruptions may occur due to device maintenance, relocation, operator actions, or hardware and environmental factors beyond the Service Provider’s control.
Such interruptions shall not be considered non-compliance, provided that data integrity is preserved and all missing activity can be reliably reconstructed from cumulative device meters once connectivity is restored
	Hourly device reporting logs.
	1–3% of devices. Disconnected for more than 1 hour.
	3–5% of devices. Disconnected for more than 1 hour.
	5% of devices disconnected, or the entire site disconnected.

	73
	Gaming events shall be processed in the sequence within which they were sent by the source system and received by the Monitoring System without omissions. If Operator Systems can send data tagged with a unique, sequential ID, then the Monitoring System will use those IDs to validate that sequential data has been sent and that no records were missed.
	Logs for sequence validation and detection of missing events.

	0.5–1% of events out of sequence monthly.

	1–3% of events out of sequence monthly.
	3% of events out of sequence or lost.

	74
	The daily aggregates of the monitoring system shall be compared with the aggregate reports provided by operator systems (e.g., iGP, CMS).
Differences identified shall be automatically flagged and recorded within the system. The Service Provider shall, where necessary, notify the State Revenue Committee about such cases.
Resolution of such differences shall depend on the nature and source of the issue.
	Daily comparison of operators’ aggregates against the Monitoring Center’s aggregates.
	Difference <1%, resolved within 24 hours.
	Difference 1–3%, resolved within 24–72 hours.

	Difference >3% or unresolved for more than 72 hours.


	75
	Historical data shall remain fully accessible throughout the entire retention period.
	Historical data recovery tests.
	Recovery duration >2 hours but <24 hours.

	Recovery duration >24 hours or partially incomplete.
	Data permanently missing or unrecoverable.

	76
	The Monitoring Center shall process transactions at a rate of 1,000 transactions per second (TPS).
	Load testing and real-time performance metrics.
	TPS less than 10% below the target.

	TPS 10–25% below the target.
	TPS more than 25% below the target, or system overload.

	77
	All collected gaming data shall remain accurate and consistent, without corruption or discrepancies.
	Monthly reconciliation with operators’ aggregate metrics.
	Integrity failures resolved within <24 hours.
	Integrity failures of 2–5% or unresolved for more than 24 hours.
	I Integrity failures >5% or permanent data loss.

	78
	The Monitoring Center shall automatically detect any interruptions or missing sequences in bets, gaming events, or transactions reported by operators, and immediately flag and report these gaps, provided that the transaction sequencing is implemented by the CMS, iGPs and SBPs.

	Comparison of the operator’s event sequence numbers with the sequence maintained in the Monitoring Center, automatic detection of missing records, and system alarm logs.
	Sequence gaps affecting <0.5% of daily transactions, resolved within 24 hours.:
	Sequence gaps affecting 0.5–2% of daily transactions, or unresolved for more than 24 hours.
	Sequence gaps affecting >2% of transactions, or any single incident where the gaps remain unresolved for more than 48 hours.





3. Required Service Requirements 
 Design and Implementation Requirements
	Number
	Description of Technical Requirements

	General Requirements

	79
	The Service Provider shall launch the Initial Operational Phase within six (6) months from the signing of the Agreement to the extent that required activities are within the Service Provider’s control. This phase shall include:
· The core of the Central Monitoring System (CMS);
· The Exclusion List system;
· Real-time data ingestion from all online operators;
· At least one reporting dashboard;
· Comprehensive security controls for all active components.
2.                   The full system implementation, including integration of all operators, complete data reporting, all operational facilities, advanced analytics, and ISO 27001 certification, shall be completed within twenty-four (24) months, with the support of the State Revenue Committee of the RA to facilitate operator cooperation and compliance.

	80

	Each bidder shall submit, as part of their RFP proposal, a complete Implementation Schedule covering the entire duration of the project.The schedule shall include, at a minimum:
· A detailed Gantt chart
· Milestones and dependencies
· Phase-wise operator integration timeline
· Operational facility/facilities readiness schedule
· Infrastructure and equipment deployment schedule
· Testing phases and acceptance timeline
· Implementation timeline for the Disaster Recovery (DR) site
· Security implementation roadmap
· Allocation of personnel and resources
The Implementation Schedule will form part of the evaluation of the bidder’s technical proposal and, if selected as the winner, will become part of the Agreement. The final Implementation Schedule must be agreed with the RA State Revenue Committee (RA SRC) during the initial phase, in accordance with the Implementation Plan proposed in the Service Provider’s Technical Proposal. The Implementation Schedule shall be indicative and may be refined during the initial phase based on actual project conditions, dependencies, and coordination with the State Revenue Committee of the RA.

	81

	Phased deployment is permitted only if:
1. Security, data integrity, and tax accuracy are fully maintained;
2. The Exclusion List system is fully operational and integrated with all operators at initial launch;
3. All online operators are fully integrated during the Initial Phase;
4. Land-based gaming devices and operators are gradually connected and fully integrated within eighteen (18) months;
5. Each phase’s acceptance is approved by the RA State Revenue Committee (RA SRC).


	Initial Phase

	82
	Within one (1) month from the Contract commencement, the Service Provider shall deliver a detailed plan aligned with its initial proposal, including schedule, activities, milestones, and expected results. The plan must account for:
· Completion time of the project design phase.
· Timeline for the phased integration of organizers.
· Preparation schedules for operational facilities.
· Deployment of infrastructure and equipment.
· Time required to implement and deliver all software, hardware, and equipment components necessary for the final service delivery.
· Time required to recruit and train personnel.
· Service Provider’s expectations from the RA State Revenue Committee (SRC) regarding decision-making, consultations, desired expertise, workforce, and facilities.
Other Aspects Necessary for the Successful Launch of the Project


	83
	During the initial phase, the Service Provider shall align the implementation and operational plan with the State Revenue Committee (SRC) of the Republic of Armenia.

	Design Phase






	Number
	Description of Technical Requirements

	84
	The Service Provider must provide a detailed description of the data collection and processing procedures and align them with the State Revenue Committee of Armenia (SRC).

	85
	The Service Provider must coordinate with the State Revenue Committee of Armenia (SRC) to finalize a detailed plan for the operational facility network, and, if more than one facility exists, the geographical network, in accordance with its technical proposal submitted during the tender phase, including:
· Facility location
· Form of ownership
· Planned start date of operations


	86
	The service provider shall develop a comprehensive set of documentation, including Standard Operating Procedures (SOPs) and complete system architecture documentation covering data flows, interfaces, security controls, access rights, and exception handling. Detailed designs must also be developed for the following areas: Disaster Recovery (DR) architecture, backup and retention strategies, integration with organizational systems, API specifications, monitoring system design, and security controls. The documentation shall be maintained and kept up to date throughout the contract term and shall be provided to the State Revenue Committee of the RA as part of the system handover at the end of the contract.

	Construction and Testing Phase

	87
	Testing is the responsibility of the Service Provider, however, the RA SRA may involve external experts or conduct examinations regarding the tests performed by the Service Provider.


	88
	The Service Provider must, if required, prepare a testing and acceptance plan (test program). This plan must be approved by the RA SRA.

	89
	The Service Provider at the request of SRC must conduct a limited scope implementation with a land-based and online operator to demonstrate that it meets the requirements. 

	Project Progress Monitoring

	90
	The service provider shall submit a written report on a bi-weekly basis, indicating, as applicable:
· The work that has been completed,
· The progress achieved against the project schedule,
· Any issues or risks identified, along with the proposed resolutions.


	91
	If required, the service provider shall participate in regular project progress meetings and prepare meeting minutes documenting the key issues discussed, the actions agreed upon, the decisions made, and their respective completion deadlines.

	General

	92
	The service provider shall ensure the provision of the necessary personnel at the Operational Entity(ies), including the delivery of any required training.

	93
	The Operational Entity shall have at least one security personnel responsible for verifying the identity and authorization of individuals entering the facility.

	94
	The service provider shall implement and maintain a Security Program throughout the duration of the project, which includes appropriate administrative, technical, and physical security measures, ensures the confidentiality, integrity, availability, and security of the service provider’s information, its users, and systems, and complies with ISO 27001.

	95
	The service provider shall ensure the maintenance and operation of the global IT system’s software, hardware, and equipment throughout the duration of the contract, covering both infrastructure located within the territory of Armenia and infrastructure located abroad.

	96
	The service provider shall ensure the operation of all operational facilities, including building maintenance, repairs, cleaning, environmental control, and physical security equipment.

	97
	The selected personnel must undergo background and trustworthiness checks conducted by the RA State Revenue Committee (SRC).

	98
	The service provider shall return all assets to the RA State Revenue Committee (SRC) in accordance with the contract, with such assets to be clearly defined within the contractual scope.

	99
	At least six (6) months prior to the expiration of the contract, the service provider shall:
· Train the RA State Revenue Committee (SRC) personnel or the new service provider;
· Support data migration;
· Assist with system integration;
· Provide temporary operational support;
· Participate in joint transitional management meetings;
· Submit handover reports on a monthly basis.


	100
	1. The complete and final version of the technical specifications for the central monitoring system and its associated subsystems, including:
1.1 Descriptions of the architecture, including component relationships, system boundaries, workflows, and communication flows.1.2 Implementation description, detailing how each requirement in the Technical Requirements document is realized within the Central Monitoring System, with references to modules, screens, APIs, rules, or configurations.1.3 Catalog of configuration parameters, including system rules, thresholds, limits, security controls, alert/notification rules, and operational settings.
1.4 Database structure and data model, including schema definitions, table descriptions, relationships, data dictionaries, indexing structures, retention rules, and archival structures.1.5 Documentation of reports and analytics, including report definitions, queries, formulas, KPIs, and data source mappings.1.6 Integration specifications, including all integrations with organizational systems, third-party systems, government systems, cloud components, payment processors, data providers, and monitoring tools, with API definitions, message formats, error handling rules, and versioning.1.7 Documentation of custom-developed functionality, including:
· Functional descriptions;
· Source code files and directories;
· Diagrams of component logic;
· Configuration files;
· Algorithms used for data validation, reporting, player return validation, event sequencing, and fraud detection;
· Non-standard modules and tools.
1.8 Data flow diagrams, including data movement, transformation points, retention flows, and deletion/destruction flows.1.9 Documentation of security controls, including encryption methods, key management, access control rules, log management, audit trail procedures, and vulnerability mitigation measures.2. User and Administrator Documentation
2.1 User manuals for the Central Monitoring System, the Exclusion List System, the Reporting System, the Audit and Compliance System, and the operational facility management tools.2.2 Administrator manuals, including system configuration, environment setup, maintenance operations, and troubleshooting guides.2.3 Training materials, including step-by-step instructions, manuals, sample exercises, and video-based demonstrations of the main workflows.2.4 Role and permission configuration matrix, including all user roles, assigned permissions, access conditions, approval workflows, and segregation of duties controls.3. Technological Infrastructure Documentation
3.1 Infrastructure architecture, including network diagrams, hardware specifications, storage architecture, virtualization/containerization, cloud components, and load balancing configurations.3.2 Technical specifications of the equipment, including details for each component such as processor (CPU), memory (RAM), storage, IOPS (input/output operations per second), network throughput, redundancy level, and performance capacity.3.3 Inventory of installed software, including versions of operating systems, database systems, middleware, application servers, monitoring tools, cybersecurity tools, and licensing information.3.4 Network topology, including logical network segments (VLANs), firewalls, routing rules, security zones, VPNs, and external connectivity requirements.3.5 Environment design, including development, testing/staging, production, disaster recovery (DR), and backup environments.4. Business Continuity and Disaster Recovery Documentation
4.1 Disaster Recovery (DR) plan, including the DR architecture, failover logic from the primary environment to the DR environment, RTO (Recovery Time Objective) / RPO (Recovery Point Objective) values, test results, procedures, and rollback strategies from the DR environment back to the primary environment.4.2 Backup and recovery procedures, including schedules, retention policies, storage locations, and test evidence.4.3 Operational continuity procedures that ensure uninterrupted operation of the monitoring center and the Exclusion List during transitional periods.5. Operational Processes and Procedures
5.1 Standard Operating Procedures (SOPs) for all operational functions, including data intake, monitoring, reporting, event review, incident management, fraud detection, device integration, organizer authentication, and escalation.5.2 Customer service and organizer support procedures, including SLAs, request handling workflows, and communication templates.5.3 Incident management procedures, including detection, classification, escalation, reporting, and resolution workflows.5.4 Change management procedures, including approvals, documentation, testing, and rollback.
6. Organizational Documentation6.1 Job descriptions for all operational and technical positions related to the monitoring center.6.2 Organizational charts, including roles, team structures, and responsibilities.6.3 Key personnel accessibility requirements, including certification requirements, access level requirements, and skills.
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	The number of internal and external users and administrators of the monitoring center shall not be limited by licenses.
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	The monitoring center shall remain fully operational for 12 months after the end of the contract without the need to acquire additional software licenses.
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	After handover, the production, testing, and development environments shall operate in the data center provided by the RA State Revenue Committee (SRC), with the possibility of relocating them to another data center without making any changes or modifications to the core system software.
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	The warranty service shall commence after the completion of the handover.
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	The Service Provider ensures the connection of gaming products to the monitoring center.
The Service Provider ensures that operators have access to information on persons subject to restrictions on participation in games as provided by applicable law.
If any technical requirement links the Service Provider’s performance of the obligations set out therein to a third-party or its systems, the Service Provider shall use reasonable efforts to ensure the performance of its obligations. If the third-party fails to perform its obligations as prescribed by law, the Service Provider shall refer the matter to the State Revenue Committee․



